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The Meed far Early YWarning

Critical failure in complex
systems (such as et engines,
idustrial power plants, and
matafacturing processes)
tnay result it exfreme hazard
to hutmatis and errritornment.

Intelligent, new technigques
ate requited by industiy to
give eatly warning of critical
failure, exploiting the large
guatitities of data awvailable
from modern systems.

Critical failure can result in
exfreme cosf due to
intermaptions it service — such
systemms must have minimal
“downtime”™ .

Machine Learning Algorithms for Automatic Mowvelby Detection

Movelby Detection

Mowelty Detection exploits this
situation by identifyring
deviations from a model of
normalify. Early warning of
failare 15 given by identifying
precursor abnormal events,

Ezxamples of failure in critical
systetis are rare it
cotnparison to large amounts
of available normal data.

Dhae to high system
complexity, eatly signs of -~
ctitical failure are often {5, .
ill-defined or ill-underatood, '_
limiting the use of - HNorn 4
cotrvettional faalf defection L -_:r.f.
approachies. .

Constructing Probabilitistic Signatures

High data sampling
tates malke very large
“normal” data-sets,
sesveral THytes it size.

tractable levels by
extracting feafures.

On-Line Novelty Detection

such as in-flight jet engine monitoring) must

Diata size iz reduced to  We constract signafures that define
“normal” behaviowr of features (p-axis)

over ah operatitg variable such asz speed  system normality. This allows robust and reliable
(x-axig), it terms of probability.

Training a Model of Normality

Wibration +
signatures

Ternp ! pressure *
signatures

* Mowelty
flerts

Signatures of different types of data are combined
uging dafa fasion to provide a “holistic™ model of

alerting it the presence of noisy or incomplete data

Off-Line Movelby Detection

Dff-line analysiz (such as ground-hased tracking of jet engines)
tust operate without access fo il dafa. & flight must be
sumnatized using small data stracture s for tranamission to ground-
based stations,

We petform automatic flisht-ber-flisht novelty detection by
cotsttucting a model of normality from these sighatures usitig an
extenided Sigmort Fecfor Idackine algorithm.

Uszera need srizual feedback to have confidence
it automated monitoritgg, Intuitive tracking of
engine condition iz provided by training a neural
mefwork to display each flight as a sitgle point.




